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Today’s Agenda for Talk

« brief update on project

« brief introduction to RFC8520: Manufacturer Usage Description
(published March 2019 http://rfc-editor.org/info/rfc8520 )

« the quarantine process
 the remediation process
e recidivism

« discussion - get here


http://rfc-editor.org/info/rfc8520

The CIRA Labs Secure Home Gateway (SHG) Project update

« RIPE77 talk on this

« phase 2 (2018Q4,2019Q1)
was norming

« phase 3 (2019Q2/3) tries to
get to performing, but not
GA yet.

« https://cira.ca/labs/projects/
cira-secure-home-gateway
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Secure Home Gateway (SHG) Goals
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What Sort of Access Do These Printers/loT
devices require?

Printer xmpp009.hpeprint.com TCP 80, 443, 5222,5223
Printer DNS Server UDP 53

Printer chat.hpeprint.com TCP 80,443

Printer 224.0.0.251/32 UDP 5353

Printer 220.0.0.252/32 ubpP 5355

Printer h10141.www1l.hp.com TCP 80

Printer Local Networks UbDP 5353

Printer Local Networks TCP 80

Source: University of New South Wales, using mudgee
(not shown: L2 packets)

© 2019 Cisco and/or its affiliates. All rights reserve d.




Expressing Manufacturer Usage Descriptions

Device Access ISE/DNA-C

emits Switch queries
forwards manufacturer

https://example.com/mud/...

e

Access

Switch
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or 802.1X Enterprise Network

P

MUD
Manager

MUD File
Server

© 2019 Cisco and/or its affiliates. All rights reserve d
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Getting from the MUD file to deployment

config
Y- Tel |
{

"name": "mud-76228-v4to",

"type": "ipv4-acl-type",
"aces": {
"ace": [

{

"name": "myctlO-todev",

"matches": {
"jetf-mud:mud": {
“my-controller”: [
null
1
}
}

"actions": {

“forwarding": "accept"

;..

=)

Whatever is
appropriate in the
local deployment.
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https://mudmaker.org




Quarantine of compromised devices
-> Behavioural analysis

A standard process (a playbook) to quarantine and restore 10T Devices
https://datatracker.ietf.org/doc/draft-richardson-shg-un-quarantine

Manufacturer Usage Description for quarantined access to firmware
https://datatracker.ietf.org/doc/draft-richardson-shg-mud-quarantined-access/
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EEZ The refrigerator is quarantined
- Bad lettuce []



https://datatracker.ietf.org/doc/draft-richardson-shg-un-quarantine
https://datatracker.ietf.org/doc/draft-richardson-shg-un-quarantine
https://datatracker.ietf.org/doc/draft-richardson-shg-un-quarantine
https://datatracker.ietf.org/doc/draft-richardson-shg-mud-quarantined-access/
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States of a device



States of a device

New device is blank,
has no user settings,

no valuable content
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States of a device

Device is in use,
Has end user content

New
device E



States of a device

Device performs
unexpected
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States of a device

Device traffic/firmware
/etc is being examined
by experts.

New
device E
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States of a device

New
device

Serious concern that
device has a
vulnerability.
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States of a device

New
device

Device is quarantined,
Still operational




States of a device

New
device

Device unfixable,
Unreliable, power
removed



States of a device




States of a device

New firmware
issued,
device loading



States of a device

Device has new
firmware, quarantine
lifted.




States of a device
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States of a device: with protocols
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States of a device: with protocols
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Playbooks

Voerations for Cvber Seeur

* This is an attempt to create a standard playbook for loT
breaches that occur in residential installations, where an ISP
might otherwise be blamed, or need to take action

Looking for Operator Feedback

a3
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Best practices - Apply enterprise security
framework to home networks
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Work In progress architecture

swifter API
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Simple user interface is key to this project

Swipe UP, DOWN, LEFT and RIGHT

IoT Dashboard

@ Status




Want more info?

Visit the CIRA Labs page and as well as GitHub

https://cira.ca/cira-secure-home-gateway

https://github.com/CIRALabs

Don’t forget to share your feedback and input!


https://cira.ca/cira-secure-home-gateway
https://cira.ca/cira-secure-home-gateway
https://cira.ca/cira-secure-home-gateway
https://github.com/CIRALabs/Secure-IoT-Home-Gateway
https://github.com/CIRALabs/Secure-IoT-Home-Gateway
https://github.com/CIRALabs/Secure-IoT-Home-Gateway
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