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#whoami

– Old-school networking guy,  
with some security focus  

– IPv6 since 1999,  
driving it in my day job 

– This talk is based on observations 
from IPv6 projects in enterprise 
space 2015–2018
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System

Users

Application

A Simplistic View

–IP addresses identify systems. 
–Some systems take decisions based  

on IP addresses of other systems. 
–Applications might process  

IP addresses, for $FUNCTIONS.
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System

Bring it on! 
Provisioning

What do we have? 
Inventory

Which state is it in? 
Monitoring / Vuln Mgmt etc.

Help doing it. 
DNS, NTP, LDAP etc.

Do it! 
Function
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The IPv4 Address Space 
 

IPv4



7

IPv4 Address Space / History
– 32 bits 

– ‘8 bit network number’ (RFC 760), then Class A/B/C  (RFC 796) 
– Classless Inter-Domain Routing (RFC 1519, Sep 1993)

– Initial assignments happened in somewhat improvised way 
– ‘Legacy’, before RIRs were established (RFC 1366, Oct 1992)

– ‘Special addresses’ defined for specific purposes
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https://insinuator.net/2019/08/a-brief-history-of-the-ipv4-address-space/



8

IPv4 Address Space / ~Oct 1990

https://rscott.org/OldInternetFiles/network-contacts.19911009.txt
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IPv4 Special Addresses / Oct 2019

https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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RFC 1380 / Nov 1992
IESG Deliberations on Routing and Addressing
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IPv4 / Further Developments in the 90s
– RFC 1335 A Two-Tier Address Structure for the Internet:  

A Solution to the Problem of Address Space Exhaustion 

– RFC 1338 Supernetting: an Address Assignment and 
Aggregation Strategy (→ RFC 1519 / CIDR) 

– RFC 1597 Address Allocation for Private Internets 

– RFC 1631 The IP Network Address Translator (NAT)
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IPv4 Address Space as of Late 90s
– ‘Public’ address space 

– Blocks which were assigned before RIRs were established, 
globally routed ('legacy') 

– Blocks assigned early, but somewhat not considered 'public’ 
(e.g. DoD space) 

– Blocks under control/policies of RIRs, still quite a bit available

– ‘Private’ address space (RFC 1918) 
– Used by many enterprises, in home networks etc. 
– NAT needed for connections to global Internet

– Special addresses
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Some Unasked For Advice
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Your organization holds IPv4 
space that you consider selling

WHILE There’s C-level talk of 
‘becoming a digital company’

DON'T! And start deploying IPv6 ;-)

IF
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IPv4 Private RFC 1918 Addresses
– Not routed in the global Internet 

– Which might bring some inherent security benefits 
→ Enterprises (?)  
→ Home networks (!)

– Supposed to work/be unique within specific scope only 
– Major pain point in enterprise networks once scope  

changes (address overlap) 
– Can impede security functions  

(identification, namely ex post)
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IPv4 Special Addresses
– Not (supposed to be routed) in the global Internet 

– On the enterprise side there's often bogon filtering  
on Internet gateway devices

– Subject to some interesting debates recently
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IPv4 unicast-extensions

https://github.com/dtaht/unicast-extensions/blob/master/docs/IPv4%20Unicast%20Extensions3.pdf
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IPv4 unicast-extensions / Caveats
– Dropping (then ex-) bogons can happen in many ways 

– Null routing, route filtering, traffic filtering/ACLs by IP address

– This treatment can happen at different points/layers 
– In transit (routers or middleboxes e.g. firewalls) 
– Locally on hosts (packet filter or kernel level)

– This behavior can be configurable, or not. It might be enabled 
by default, or not. Operators or users might be aware of 
behavior and/or config options, or not. 
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https://labs.ripe.net/Members/emileaben/the-curious-case-of-128.0-16
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IPv4 unicast-extensions / Caveats
– In any sufficiently complex network it might be a difficult task to 

create full end-to-end transparency re: bogon handling 
– I mean what would've been a reason to map this in the past. 
– Maintaining end-to-end visibility/routability over time & 

life cycles might even be harder.

– tl;dr: I for one do not expect unicast-extensions to work irl,  
in most networks.

– See also: https://theinternetprotocol.blog  
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Overview, with a bit of Security
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Public addresses 

Usually some security-related handling  
(e.g. filtering or null-routing) on links to  
untrusted networks/Internet 

No special handling in the context of  
supporting security functions (needed). 
(More or less) unique system identification  
during vulnerability scanning, same for DFIR

01
Private addresses 
 
Usually not too much security-
related treatment on Internet links. 

Often these require some special 
handling re: vuln scanning (namely 
when [at least 1] merger happened 
in the past) or for incident response.

02
Special addresses 
 
Sometimes handled via bogon 
filtering. Usually considered to 
be dropped anyway, 
somewhere. 

03
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(IPv4) Address Types & Handling  
Overview (Enterprise Space)
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v4 Public Private Special

Scope Internet Within organization / unit

Security / Network 
Borders Filtering 

performed?
Yes No Drop / ignore

Security / Functions 
Special treatment 

needed?
No Yes –
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IPv6
  
The IPv6 Address Space 
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IPv6 Address Space
– Main RFC: RFC 4291 IP Version 6 Addressing Architecture 

– It's complicated…

– Still, in most enterprise organizations it can be broken down to 
– Global addresses (only) 
– Some (rudimentary) handling of ‘reserved addresses’ 
– A few special cases, e.g. LLA-only, see my talk @ RIPE72 
→ https://ripe72.ripe.net/presentations/122-

ERNW_RIPE72_IPv6wg_RFC7404.pdf
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https://ripe72.ripe.net/presentations/122-ERNW_RIPE72_IPv6wg_RFC7404.pdf
https://ripe72.ripe.net/presentations/122-ERNW_RIPE72_IPv6wg_RFC7404.pdf
https://ripe72.ripe.net/presentations/122-ERNW_RIPE72_IPv6wg_RFC7404.pdf
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IPv6 Special Addresses / Oct 2019

https://www.iana.org/assignments/iana-ipv6-special-registry/iana-ipv6-special-registry.xhtml
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IPv6 Address Types & Handling  
Overview (Enterprise Space)
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v6 Global Special

Scope Internet

Security / Network 
Borders Filtering 

performed?
Yes Drop / ignore

Security / Functions 
Special treatment 

needed?
No –
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What Does This Mean?
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– Usually additional effort needed re: handling (filtering, null-
routing) of global IPv6 address space on network borders
https://insinuator.net/2015/12/developing-an-enterprise-ipv6-security-strategy-part-2-network-isolation-on-the-routing-layer/

– On the other hand there might be operational gains in the space  
of other/certain security functions 

– The above must be covered in the IPv6 security strategy; the latter 
might become part of ‘IPv6 marketing’ within the organization, 
namely in comms with security groups/people.
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IPv4->IPv6, Implications (I)

RI
PE

79
IP

 A
dr

es
se

s

v6-only

Global IPv6

Internet

Yes

No

Private IPv4

Scope Within organization / unit

Security / Network 
Borders Filtering 

performed?
No

Security / Functions 
Special treatment 

needed?
Yes
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IPv4->IPv6, Implications (II)
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Dual-Stack

Private IPv4 Global IPv6

Scope Within organization / unit Internet

Security / Network 
Borders Filtering 

performed?
No Yes

Security / Functions 
Special treatment 

needed?
Yes No
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IPv4->IPv6, Implications (III)
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Using public IPv4 space already, you might think…

Think deep & hard: 
Can all security functions  
be performed the same way? 
Vulnerability scanning, 
blacklisting/reputation-based 
stuff, ACLs vs. TCAM

Global IPv6

Internet

Yes

No

Public IPv4

Scope Internet

Security / Network 
Borders Filtering 

performed?
Yes

Security / Functions 
Special treatment 

needed?
No



Special

Scope

Security / Network 
Borders Filtering 

performed?
Drop / ignore

Security / Functions 
Special treatment 

needed?
–
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IPv4->IPv4, Implications (IV)
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While we're at it: Looking at this ipv4 unicast extensions thing

Private IPv4
Within  

organization / unit

No

Yes

Public IPv4

Internet

Yes

No
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User

Applica
tion

Re-Thinking
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Conclusions
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– There's different types of IP addresses, w/ different properties. 

– Which lead to different operational models, namely in the 
space of security functions.  

– Keep this in mind during your IPv6 deployment, and your 
decision process re: architecture and transition model.
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Thank you for  
your attention. 
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