The compelling case for vulnerability
management

And why the LIR is a key factor

M. Steltman - RIPE79 - 16-10-2019
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on the grid and recommends action to help utilities
Dat meldt De Volkskrant zaterdag op basis van vertrouwelijke combat cyber threats.
expert bij het Nationaal Cyber Security Center. Nog altijd zoud
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Why are we vulnerable ?

“We are vulnerable, because hard- and software has vulnerabilities.

The bad guys find them and use them for themselves.
So we need good guys to find them too, and then fix those leaks. It’s all
we have”

Bruce Schneier



So, why don’t we just patch?
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Home > Security > Data Security

Zero-days aren’t the problem -- patches are

Everyone fears the zero-day exploit. But old, unpatched vulnerabilities still provide the means
for malicious hackers to carry out the vast majority of hacks
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5 Keep your devices and software up
to date

No matter which phones, tablets, laptops or computers your organisation is
using, it's important they are kept up to date at all times. This is true for both
Operating Systems and installed apps or software. Happily, doing so is quick,
easy, and free.

Alen knawm ac '‘Patrhina’
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Why don't big companies keep their computer
SyStemS up'tO'date? Security Center » How To
Septerber 26, 2017 4 199m BST 5 reasons why general software updates and patches are important
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The patching process for companies
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Microsoft Security Bulletins Published In 2016

VULDB

HOME EMTRES PRODUCTS RISKS  REFEREMCES  SEARCH  SUP

Ipdates »

Ovacle Java SE memory corruption
Oracie Java S danial of service



Sounds easy but hard to achieve 100%
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It's about economics, stupid

» Patching breaks things. Study at major network operator
found that leading cause of outages was: patching.

* Over 20k vulnerabilities reported in 2017. Most are never
exploited. CVSS critical score tells you nothing.

VulnDB vs. CVEID Past Five Years
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Plan B: Coordinated responsible disclosure / Bug bou
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Coordinated responsible disclosure
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What can and should LIRs do?

** Where does LIR responsibility start and stop **? ‘Doing the right thing’

+ Abuse r_eporting of malicious sites: voluntary clean up
-> LIR is NOT responsible, but is (as other intermediaries) a key actor in getting by providers

this going
This goes way beyond ISP abuse mitigation!
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-LIR ( as ISP, hoster, CSP) is a key actor, the essential “middle man”:

0 2 4 6 8 10 12 14 16 18 2

- Monitor: Which badness is visible in my networks: vulnerabilities and S
abuse
- Receive: Subscribe to feeds, receive abuse- and vulnerability
information
- Triage: Who has the actual problem, which user or
cusromer?
- Forward: Who can and should fix this?
- Policy: “motivate” users / customers to act, or act yourself
-~
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Questions for RIPE community / LIRs

- Do you agree that this “actual vulnerability”"approach can be very effective?
- Do you agree that the LIR is a key middleman in this approach?

Concrete actions for such LIRs, what can you already do NOW:
- Start with this mindset
- Update your policies, accept code of conduct NtD and Abuse
- Bereachable!
- Subscribe to offered aggregated feeds

- Forward info and act, to customers / users
Using standard OSS systems such as Abuse-10

« |f this initiative will start, are YOU prepared to participate ?




The current approach : motivate companies to patch 100%, is insufficient
The solution: Find ACTUAL leaks, aggregate, add performance info
Then forward to those who can fix- or who can make someone fix
In NL:
All we need is already there! Just need to go on steroids

Gov: (NCSC): please take the lead, connect the dots
Providers / LIRS: Adopt the CoC, connect to NBIP and start making a difference

In your country: replicate the model

** It is time to act, now! **
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