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Unique Role of IXPs to Help Routing Security

• Improving global BGP routing hygiene is a notoriously difficult task.
• Incremental improvements are possible!

• IXP Route Servers offer an opportunity to filter inappropriate BGP messages
• Based on best practice filters (RPKI/IRR invalids, bogons, etc.)
• A value to their IXP members and for the good of the internet.
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MANRS IXP Program(me)
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https://www.manrs.org/ixps/#actions



Can we measure this?

Measurement could offer:
Technical verification of MANRS IXP compliance 
Feedback for IXPs to ensure proper filtering

To do it we’ll need route collection from IXP route servers!
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Route collection from IXP route servers.
PCH publishes MRT files collected at from 180 IXPs 
around the world.
These MRT files include PCH’s peering sessions at 
these IXPs including with the route servers.
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• PCH publishes 1 MRT file every minute for each IXP (1440 files/day/IXP).
• We’re downloading quarter million files per day to learn about routes 

passed from these IXP route servers.
• The PCH MRT data offers filtered sessions with route servers.
– Thank you PCH!



Route collection from IXP route servers.

What can we do with route collection from 180 IXP route servers?
• Can’t positively confirm what was filtered (filtered view)
• But can flag anything that didn’t get filtered but should have

Things like
• RPKI invalids (exception added for invalid length on :666 messages)
• IRR unknowns (simple origin validation, not recursive resolving of AS-sets)
• Bogons (ASNs, prefixes based on Team Cymru lists)

Also things like
• Spamhaus Droplists (Not MANRS requirement)
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IXP FilterCheck Data Path
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IXP FilterCheck UI
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All data updated daily and available via json.

http://map.internetintel.oracle.com/ixp

Summary view

http://map.internetintel.oracle.com/ixp


IXP FilterCheck UI
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All data updated daily and available via json.

http://map.internetintel.oracle.com/ixp

IXP-level view

http://map.internetintel.oracle.com/ixp


IXP FilterCheck UI
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All data updated daily and available via json.

http://map.internetintel.oracle.com/ixp

IXP/Prefix-level view All messages seen at this IXP pertaining 
to this prefix in the past week.

http://map.internetintel.oracle.com/ixp
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Thank you

Doug Madory, Garrett Allen
@InternetIntel
Oracle Internet Intel
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Safe harbor statement

The following is intended to outline our general product direction. It is intended for information purposes 
only, and may not be incorporated into any contract. It is not a commitment to deliver any material, code, 
or functionality, and should not be relied upon in making purchasing decisions. 

The development, release, timing, and pricing of any features or functionality described for Oracle’s 
products may change and remains at the sole discretion of Oracle Corporation.
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