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BGPalerter

BGPalerter is a tool for analyzing streams of eBGP data 

• We developed it for monitoring NTT prefixes 
• hijacks, visibility loss, unexpected changes of configuration 

• We released it open-source (BSD-3-Clause) 
• https://github.com/nttgin/BGPalerter  

• It works in real time 

• It’s easy to use 
• Includes auto configuration

https://github.com/nttgin/BGPalerter
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Example
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Setup
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Setup
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Setup

wget https://github.com/nttgin/BGPalerter/releases/
download/v1.20.0/bgpalerter-linux-x64 

chmod 700 bgpalerter-linux-x64

https://github.com/nttgin/BGPalerter/releases/download/v1.20.0/bgpalerter-linux-x64
https://github.com/nttgin/BGPalerter/releases/download/v1.20.0/bgpalerter-linux-x64
https://github.com/nttgin/BGPalerter/releases/download/v1.20.0/bgpalerter-linux-x64
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Generate prefixes list

./bgpalerter-linux-x64 generate -a YOUR_AS -o prefixes.yml

• You can provide multiple Autonomous Systems 

• You will receive a warning if some of the announced prefixes don’t have ROAs 

• Check the output file by hand
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Monitored prefixes

165.254.225.0/24: 
  description: Job 
  asn: 15562 
  ignoreMorespecifics: false 
  ignore: false 
  
165.254.255.0/24: 
  description: Job 
  asn: 15562 
  ignoreMorespecifics: false 
  ignore: false 
  
192.147.168.0/24: 
  description: Job 
  asn: 15562 
  ignoreMorespecifics: false 
  ignore: false
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Run!

./bgpalerter-linux-x64

BGPalerter, version: 1.20.1 environment: production 
Loaded config: /home/bgpalerter/production/config.yml 
Monitoring 165.254.225.0/24 
Monitoring 165.254.255.0/24 
Monitoring 192.147.168.0/24
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Components

Connectors Monitors Reports

• Connectors connect to the data sources 
• Monitors filter and analyse the data. Alerts are generated 

• Reports compact/throttle the alerts and deliver them
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config.yml
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Connectors

• Connectors connect to data sources 

• The first implemented connects to RIPE RIS Live 
• Which is real-time, free, and has 600+ peers worldwide 
• We don’t parse MRT dumps, we get the streaming through WebSockets

Want to peer? 
https://ris.ripe.net 

https://ris.ripe.net
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Reports

• Alerts are automatically bundled/throttled 

• Can be delivered by email, slack, file, whatever 
• Users groups allow to deliver alerts about specific resources, or about specific types of issue, 

to specific set of users/targets 

• Can be delivered to another monitoring system or database 
• Including the BGP messages that triggered the alert
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Report on file
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Report by email
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Report on Slack
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Monitored prefixes

165.254.255.0/24: 
  description: Rome peering 
  asn: 2914 
  ignoreMorespecifics: false 
  ignore: false, 
  group: aGroupName, 
  excludeMonitors: 
    - withdrawal-detection 
  path: 
    match: ".*2194,1234$" 
    notMatch: ".*5054.*" 
    matchDescription: detected scrubbing center 
    maxLength: 20 
    minLength: 4
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For researchers?

• BGPalerter can analyse big amounts of BGP data without abusing of your CPU 

• You can code your monitor class for the features you want to study 
• Follow the code! 

• More info in the docs 

• You can code your report class to store the results/data somewhere
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BGPalerter + RPKI (experiment)

• A sort of RPKI observatory/registry 

• BGPalerter parses all BGP updates from all collectors and peers 
• Listening for 0.0.0.0/0 and ::/0 

• Each prefix, AS pair is sent to Cloudflare* for RPKI validation 

• 5.000+ BGP messages are analysed and validated per second! 

• On average 5 routes/second are invalid 

*Thanks to Louis Poinsignon and Vasco Asturiano for the -fast- Cloudflare RPKI validator
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BGPalerter + RPKI (experiment)

Logs about invalid routes are dumped on files 

• https://massimocandela.com/bgpalerter/dumps/rpki/ 

• Constantly appended to the file with the current date

https://massimocandela.com/bgpalerter/dumps/rpki/
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Contribute!

• Source code on GitHub  

• https://github.com/nttgin/BGPalerter 

• Thanks to: 

• Job Snijders 

• RIPE RIS (in particular Christopher Amin)

https://github.com/nttgin/BGPalerter
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Questions?

Massimo Candela 
Senior Software Engineer 

Network Information Systems Development 
massimo@ntt.net  

www.gin.ntt.net 
@GinNTTnet   #globalipnetwork   #AS2914

mailto:massimo@ntt.net
http://www.gin.ntt.net/

